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Open-Source Intelligence (OSINT)

The Venue: Amman Date: 10/9/2023-14/9/2023
Implementing Agency: Sustainable Vision for Consulting and Training Number of hours: 25 Hours
Financial Presentation: Page No. (4)

General objective

This is a foundational course in open-source intelligence (OSINT) gathering that will move quickly
through many areas of the field. While the course is an entry point for people wanting to learn about
OSINT, the concepts and tools taught are far from basic. The goal is to provide the foundational
knowledge for students to be successful in their fields, whether they are cyber defenders, threat
intelligence analysts, private investigators, insurance fraud investigators, intelligence analysts, law
enforcement personnel, or people who are curious about OSINT. Teaches effective methods to find
the unlinked data. You will learn real-world skills and techniques to scour the massive amounts of
data found on the Internet.

Sub-goals

Create an OSINT process.

Conduct OSINT investigations in support of a wide range of customers.
Understand the data collection life cycle.

Create a secure platform for data collection.

Analyze customer collection requirements.

Capture and record data.

Create sock puppet accounts.

Harvest web data.

Perform searches for people.

Access social media data.

Assess a remote location using online cameras and maps.
Examine geolocated social media.

Research businesses.

Collect data from the dark web.



Target group

e Business Leader.

e Security specialists

e Armed Forces and Security Services

e User coordinators (responsible for group of users, main contact point)
e Private and public sector employees.

e Users and special communities

e Information technology specialists.

e Software developers

¢ Files management.

e Acquisition

e Management/governance

e Architect, designer (infrastructure, software, AAl)

e Admins/operators (Systems management, system administrators, network engineers)

Evaluation methods

Participants will be evaluated in three main stages

e Pre-assessment through a brainstorming session to know the general background of the
participants

e Evaluation during training by evaluating the participant's effectiveness in participating with
work groups and individual exercises

e Evaluation at the end of the course to ensure access to the required knowledge and skills

Training Strategies and Tests

Training methods

e Training lecture training.

e Discussion.

e Role-play learning Role Playing Learning Strategy.

e Cooperative Education Cooperative Learning.

o Self-education Autonomous Learning.

e Learning by problem solving. Problem — based instruction
Training and testing methods:

e (A portable computer).

e Display device (Data Show).

e white display screen. Flipchart.

e 1 paper board.

e Large colored pens.

e Audio equipment.

e set of white papersA4.

e Indicator Presenter.



Financial offer

(350) Jordanian Dinars per participant

Contents of the training bag

e Certificate “certified and approved”

e Coach's fees

e Training room fees

e The training bag includes a leather bag and it has the scientific material CD
e Lunch during the session

e Coffee break during the session
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